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Ot 31.08.2025 Ne 15 Ne 203 ot 29.08.2025 Mgfc':i.za

MHOJIOKEHHUE
00 MH(pOPMAITMOHHOI 0€30MACHOCTH MYHUIIMIIAJIbHOT0 ABTOHOMHOTI'0 00111€00pa30BaTeIbHOI0
yupexneHusi «Cpennsis odmeodpa3zoBareiabHas mkoJa Ne 21»

I. O61mue nookenus.

1.1. Hacrosmee [Tonoxenune pazpaboTaHo B pa3padOTaHO B COOTBETCTBUU ¢ DenepanibHBIM 3aKOHOM
or 27.07.2006 Nel49-®3 «O6 wunpopmanuu, HHOOPMAIMOHHBIX TEXHOJIOTUSAX M O 3alIUTe
uHpopmanuny, PenepanbHbIM 3akoHOM 0T 27.07.2006 Nel52-@3 «O mnepcoHaIbHBIX ITaHHBIX,
[Tocranosnenuem [IpaBurensctBa PO ot 01.11.2012 Ne 1119 «O6 yTBepkaennu TpeOOBaHUMN K 3aLIATE
NEPCOHAIBHBIX JAHHBIX MPU UX 00pabOTKe B MHPOPMALMOHHBIX CHCTEMaX MEePCOHAIBHBIX JaHHBIXY,
[Tpukazom D@CTOK Poccum ot 18.02.2013 No 21 «O6 ytBepxknaenuun CoctaBa U COJEp>KaHUs
OpPraHU3aLMOHHBIX U TEXHUUYECKUX Mep MO 00eCleYeHN0 Oe30MacHOCTH MEePCOHATIBHBIX JAHHBIX MPU
ux 00paboTke B MH(POPMALMOHHBIX CHCTEMax IMEPCOHAIBHBIX IAHHBIX», JPYTMMH HOPMAaTHUBHO-
IIPaBOBBIMU aKTaMHM M HMHBIMU JOKyMEHTaMHu B cdepe MHPOPMALMOHHONW O€30MacHOCTH M 3allUThI
nHpopMaIuu.

1.2. Tlonoxenue pernameHTupyet noautuky Cpenneit mxossl Ne 21 (ganee - Opranusanusi) o 3amure
uHpopmanuy, 0e30macHOCTH WHPOPMALMOHHBIX M KOMMYHHKAIIMOHHBIX PECYpPCOB M TEXHOJIOTHH,
MOpSAJKE OOpalleHUs] ¢ JOKYMEHTAaMHU, COJAEpKAallUMU CIYy>KeOHYI0 HH(POpPMAaIUI0 OrpaHUYEHHOIO
pacnpocTpaHeHHs], U YCTaHABINBAET:

- 00BEeKTHI 3aIMTHl HHPOPMALUU B CyOBEKTHI I0CTyNa K HHPOpMAaIuu HHYOPMAIIMOHHBIX CUCTEM U
pecypcos;

- OCHOBHBIE yIpo3bl HH(POpMAMOHHON O6e30nacHocTH B OpraHusanuuy;

- OCHOBHBIE IIPUHLIUIIBI HOCTPOEHUS CUCTEMBI 3alUThI HH(popMauu OpraHu3anuy;

- Mepbl, METO/IbI U CPeJCTBA oOecrneueH st HH(OPMAIIMOHHON 0€301MacHOCTH.

1.3. Hacrosmee Ilonoxenue pa3paboTaHo ¢ 1€NbI0 YCTAHOBJICHUS HAJUIEKAIETO MOpsAIKa paboThl U
co3/laHie Oe30macHbIX YCIOBMM A oOydaroumMxcss M CcOTpyIHUKOB OpraHumsanuu, a Takxke
UCKJIIOUYEHUS] BO3MOXHOCTM HapylleHHs TpeOoBaHHN 1o oOecrneyeHuo HH()OPMAIMOHHON
0€30MacCHOCTH U 3alIUThl IEPCOHAIBHBIX JaHHBIX YYaCTHUKOB 00pa30BaTeIbHBIX OTHOIICHUH.

1.4. Jlannoe [lonoxxenue pazmemiaercs Ha odurmanbHOM caifte Opranu3anuu B HHPOPMaIUOHHO-
TEJIEKOMMYHUKAIMOHHOU ceTn VHTepHeT.

II. O0bexThI, MoAIEKALINE 3aA[UTE
2.1. B Opranuzauun oOpabatbiBaeTcsi HHpOpMAIUs, COJAEpKallas CBEACHUS OrPaHUYEHHOIO
pacrmpocTpaneHus (ciny>ke0Has nHpopMalius, MepcoHabHbIE JaHHBIC), U OTKPBITHIE CBEACHUS. 3aIIUTe
noJjyiexar Bce HMH(pOpMaIMOHHbIE cucTeMbl OpraHu3aliiy, HE3aBUCHUMO OT HUX MECTOHAXOXKJCHHS,
qUcIsIuecs Ha OyXxrantepckoM ydere OpraHu3aui.
2.2. OcHOBHBIE OOBEKTHI, OUIEKALINE 3ALIUTE:
- nH(pOpPMAIlMOHHbIE CHUCTEMBbl NEepCOHANbHbIX MAaHHbIX (manee - WCII/IH), a Takxke OTKphITas
(obmenoctynHas) uHpopmanus, Heooxoaumas uis padbotel OpraHu3zaiyy, He3aBUCUMO OT (HOpMBI U
BH/JIA €€ MIPE/ICTABICHUS;
- mpoueccel 0o0paboTku  uHpoOpManuu B MHGOPMAUMOHHBIX  cucTtemMax OpraHuzanum,
WH(pOpPMaIMOHHBIE TEXHOJIOTUH, PETIAMEHTHI U MPOIEAYyPhl cOopa, 00padOTKH, XpaHSHHS U TIepeTadn
nH(popMaLnu;
- uH(pOpMAIMOHHAs MHPPACTPYKTypa, BKIOYAIOIIAsi CUCTEMbl OOpaOOTKM M aHanMW3a WHQOpMaINH,
TEXHUUYECKHE U TPOrpaMMHBbIE CpeIcTBa €€ 00pabOTKH, epelaul U OTOOpa)KEHUs, B TOM YHCIIE KaHAJIbI
MH(OPMALIMOHHOTO 0OMEHa U TeJIEKOMMYHHUKAIIUH, CUCTEMBI M CPE/ICTBA 3aIIUThI HH()OPMALIUH.
2.3. Oco0eHHOCTH 0OBEKTOB, OJUIEKALIUX 3AIINUTE:
- 00beqMHEHHE B €IMHYI0 CHCTEeMY OOJIBIIOrO KOJIMYECTBA TEXHMUYECKUX CPEICTB 00pabOTKH U
nepeaayu MHGopMaIumy;




- HE0OXOJAMMOCTh 00ECTICUeHHS HEMPEPHIBHOCTH GyHKIIMOHUpOBaHUsT OpraHu3aIuy;
- BBICOKAasi HHTEHCUBHOCTh UH(GOPMAIIMOHHBIX TOTOKOB;
- pa3HooOpa3ue KaTeropuii mojab30BaTeeH.

III. Mesan u 3aga4yu cucremMbl o0ecrnedeHnsi HHGOPMANIMOHHON 0€30NMACHOCTH
3.1. CybOpexkrtamu AocTyna K HHPOpMaLUMU IpH oOecredeHnn HH(OPMAIMOHHON Oe301macHOCTH
Opranuzanuu siBJISIOTCS:
- paborauku OpraHuzanuy, ydYacTBYIOIIME B WH(OPMAIMOHHOM OOMEHE B COOTBETCTBHUHM C
BO3JIO)KEHHBIMU Ha HUX JOJDKHOCTHBIMHU OOSI3aHHOCTSIMU;
- (u3uyeckue ML, CBEIECHUS O KOTOPBIX HAKAaIUIMBAKOTCS, XpaHATCS M oOpadaTblBaroTCi B
nHGOpMaLMOHHBIX cucTeMax OpraHuzanuu (B COOTBETCTBUU cO CT.14 PenepanbHOro 3akoHa OT
27.07.2006 Ne 152-®3 «O nepcoHaNbHBIX JAHHBIXY);
- COTPYIHHUKU BHELIHMX OpraHM3alMi, 3aHUMAIOIIMXCS pPa3pabOTKOH, MOCTAaBKOH, PEMOHTOM U
o0city>)kuBaHNEM 000py10BaHUS WM MH(MOPMALTMOHHBIX CUCTEM.
3.2. IlepeuncneHHbIM cyOBEKTaM JOCTyIA K MH(POpMaUK HEOOX0AUMO 00ECICUnTh:
- CBOEBPEMEHHOCTbH JIOCTYIa K HE0OX0AMMOW UM HH(popMaIyHu (ee JOCTYITHOCTh);
- JIOCTOBEPHOCTH (ITOJIHOTY, TOYHOCTH, aKTyaJIbHOCTb, IIEJIOCTHOCTh) HH(OpMAIIHH;
- KOH(MICHIMATBHOCTh (COXpaHEHHWE B TalHE) OMPENEICHHOW dYacTu HH(OpMAIUH, 3aLIUTy OT
HaBSI3bIBAHUS JIO)KHOM (HEIOCTOBEPHOMN, HCKaKEHHOH ) MH(pOpMAaLINK;
- BO3MOXXHOCTb OCYIIECTBJICHHS KOHTPOJS W YIpPaBICHHS IpoleccaMu oO0pabOTKM M Iepesadn
nH(pOpMAIHH;
- 3aIUTy UHPOPMALMU OT HE3aKOHHOI'O PacIpOCTPAHEHUSI.
3.3. Llennbto obecneuenuss THPOpPMAaLMOHHON Ge3omacHocTH B OpraHu3aiim, Ha JOCTUKEHUE KOTOPOi
HanpasieHo Hacrtosee [Tonoxenue, ABiseTcs 3alnuTa OT BO3MOXKHOTO HAaHECEHHsI CyObEeKTaM JI0CTyTa
K MHPOpPMALUU MaTepUanbHOT0, (PU3NYECKOr0, MOPAJIBHOIO WJIM HMHOro Yyiepba MOoCpeacTBOM
CJIy4aifHOT O WM NMpeIHaMEPEHHOI 0 BO3ACHCTBUS Ha MH(POPMALIHIO, €€ HOCUTEIH, IPOLecChl 00paboTKH
U nepejadn. YKa3aHHas Lelb JOCTUraeTcs MOCPEACTBOM 00ECIeUeHHs U TOCTOSHHOIO MOAepKaHUS
CJICIYIOIIMX CBOMCTB MH(OpPMAIUK:
- JOCTYMHOCTH HMH(OpPMAmuu s  aBTOPU30BAHHBIX  CyOBEKTOB  JocTyma  (yCTOHYMBOTO
(YHKIMOHMPOBAHUSI CHCTEMBI, HIpPU KOTOPOM AaBTOPHU30BAaHHBIE CYOBEKTHI JIOCTyNa HMEIOT
BO3MOKHOCTb ITOJTy4€HUs] HeOOXOAMMOM HH(pOpMAaInn);
- IETIOCTHOCTH W AYTEHTHYHOCTH (TOATBEP)KACHWE aBTOPCTBA) WHGPOpPMAMU, XpAaHUMOH U
oOpabartbiBaeMoil B cuctemax OpraHu3aliy 1 Iepe1aBaeMoi 110 KaHajlaM CBS3H;
- KOH(MIEHLMANbHOCTU - COXPAaHEHHUs B TailHE ONpENENICHHOM 4YacTH HHGOpMalUU, XPaHUMOH,
oOpabaTbIBaeMOil 1 niepeiaBaeMoii 10 KaHajlaM CBSI3U.
HeoOxonuMmelii  ypoBEHb JOCTYMHOCTH, ILIETIOCTHOCTH M KOH(PUIEHIMAIBHOCTH HHPOPMALUU
obecreynBaeTcsi METOJIaMH M CPEJCTBAMHU, COOTBETCTBYIOIIMMU MHOXECTBY 3HAUUMBIX yTPO3.
3.4. OcHOBHBIE 33J]auil CUCTEMBI OOecieueHus1 HHPOPMAITMOHHON OE€30MaCHOCTH.
JUist AOCTHKEHHsI OCHOBHOM 1I€TH 3aIUThI U 00eCreueH sl YKa3aHHBIX CBOMCTB MH(POPMALIUU cHCTEMa
nH(popmMaloHHasi 0€30aCHOCTh JI0JKHA 00ECIIeUrBATh PEIlIEHUE CAEAYIOIUX 3a/1ay:
- CBOEBPEMEHHOE BBISIBJIEHUE, OLEHKY M IMPOTHO3MPOBAHUE HCTOYHHMKOB YIrpo3 HH(GOPMAIMOHHOMN
0€30MacHOCTH, TMPUYMH M  YCIOBHH, CIOCOOCTBYIOUIMX HAaHECEHUIO yulepba cyObekTam
MH(OPMALIMOHHBIX OTHOLIEHHH, HApYLIEHUIO HOPMAJIbHOTO (PYHKIITMOHUPOBAHUS CUCTEM;
- CO3/laHHE€ MEXaHU3Ma ONEePaTUBHOIO pearnpoBaHMs Ha yrpo3bl O€30MacCHOCTH HH()OPMALINH;
- CO3JaHH€ YCIOBUU UIi MUHHUMHU3ALMU U JIOKAJIU3alMKW HAHOCHMOTO yuiep0a HempaBOMEpPHBIMU
NEUCTBUSAMHU (U3UUECKUX U IOPUANYECKHX JIUL, OCJIabJieHue HEraTUBHOTO BIUSHUS M JIMKBUAALUS
MOCJIE/ICTBUM HapylIeHus: 0€30MacHOCTH HH(OpMaIH;
- 3alIMTy OT BMEUIAaTeIbCTBA B Mpoliecc (PyHKIMOHUPOBaHUS cucteM OpraHu3aliy HOCTOPOHHUX JIUI]
(mroctynm K WMH(MOPMAIMOHHBIM pecypcaM JOJDKHBI HMETh TOJBKO 3aperuCTpUpOBaHHBIE B
YCTAHOBJICHHOM TIOPsI/IKE M0JIb30BaTeNN);
- pa3rpaHHYeHHUe JIOCTYIa MoJIb30BaTeNel K HH(OPMAIIMOHHBIM, allllapaTHBIM, IIPOTPAMMHBIM U UHBIM
pecypcam - obecrieueHue JoCTya TOIbKO K TEM PeCypcaM U BBIIOJIHEHHUS TOJIBKO TE€X ONepaluii C HUMH,
KOTOpblE HEOOXOAMMBI KOHKPETHBIM IOJIb30BATEISIM [  BBIIIOJIHEHUS CBOUX CIIYKEOHBIX
0053aHHOCTEH;
- obecnieueHne ayTeHTU(UKALMKM TMOJIb30BaTENeH, ydYacTBYIOIIMX B HWH(GOPMalLMOHHOM OOMeHe
(moaTBep)KAEHKUE MOATUHHOCTH OTIIPaBUTENS U MOIyyaTelns nH(OpMalun);
- 3alIUTY OT HECAHKIIMOHWPOBAHHON MOAM(DHUKAIMU HCIOJB3YEMBIX B CHCTEMaxX IPOrpaMMHBIX
CPEICTB, a TaKXe 3allUTy CHUCTEM OT BHEAPEHUS HECAaHKLIMOHMPOBAHHBIX MPOTrpamMM, BKIIOYas
KOMIIBIOTEPHBIE BUPYCHI;
- 3aMUTy HHPOPMALIUHU OT YTEUKH 10 TEXHUYECKUM KaHajlaM Ipu ee 00paboTKe, XpaHEHUH U Iepejayue



10 KaHaJlaM CBSI3H.

3.5. OCHOBHBIC TTyTH PEUIECHUS 3a/1a4 CUCTEMbI HHPOPMAIIMOHHON Oe30macHoCTH OpraHu3aliy.
OcHoBHbIE 11eTH 0becnieueHust HH(POpMaIIMOHHON 0€30IaCHOCTH U peIlleHUe MEPEUHCICHHBIX BBIIIE
3aJ1a4 JOCTUTAOTCH:

- y4€TOM BCeX MOJUIekKAIIUX 3aluTe HHPOPMAMOHHBIX crucTeM Opranuzaium,

- yu€TOM JIeHCTBHIA IEpCOHANa, OCYIIECTBISIONIETO 00CITy)KUBaHNE U MOTU(PHUKAIMIO TPOTPAMMHBIX U
TEXHUYECKHUX CPEJICTB KOPIOPATUBHOW MHPOPMALIMOHHON CUCTEMBI;

- TOJHOTOH, peaJbHOM BBINOJHUMOCTBIO W HENPOTHBOPEYMBOCTHIO TPEOOBAaHUN JIOKATIBHBIX
HOpPMAaTHUBHBIX akTOB OpraHu3anuy 1o Borpocam odecrieueHust nH(HOpMalMOHHON 0€30acHOCTH;

- THOJTOTOBKOM JTOJKHOCTHBIX JIML (pPAOOTHUKOB), OTBETCTBEHHBIX 3@ OPraHU3alMIO0 U OCYIIECTBIECHUE
MPAKTUYECKUX MEPOIPUATUH 110 0OecreueHuI0 HH(POpMaMOHHON 6€3011aCHOCTH;

- HaJleJIeHueM Kakaoro paboTHuKa (mosab3oBarens) OpraHu3alud MUHUMAJIbHO HEOOXOAUMBIMU /IS
BBIIOJIHEHUSI MM CBOMX (DYHKIMOHAJIBHBIX OOS3aHHOCTEH IOJHOMOYMSAMHM IO JOCTYIy K
nHGOpPMaLMOHHBIM pecypcam OpraHuzanuu;

- YETKMM 3HAaHHEM U CTPOTHMM COOJIOJIGHHEM BCEMH I0JIb30BATEIIMU MH()OPMAIIMOHHBIX CHCTEM
Opranuzanuu TpeOOBaHMIA JOKAJIBHBIX HOPMAaTUBHBIX akToB OpraHu3aiiiy 1o Borpocam odecrneueHus
nH(OPMAIMOHHON 0E30MaCHOCTH;

- TEpPCOHAIILHOW OTBETCTBEHHOCTHIO 32 CBOM JCHCTBHS KaXIOro pabOTHUKA, B paMKax CBOUX
(YHKIMOHATBHBIX 0053aHHOCTEI UMEIOIIETO AOCTYI K HH(POPMAIMOHHBIM pecypcam OpraHu3aiuu;

- HEOpEpBIBHBIM  MOJAJIEP)KAHUEM  HEOOXOJUMOrOo  YPOBHS  3alIUILEHHOCTH  3JEMEHTOB
nH(pOpMalMOHHBIX crucTeM OpraHu3anum;

- IPUMEHEHHEM NPOrpaMMHO-ANMNapaTHbIX CPEACTB 3allUThl HHGPOPMALMU U  HENpPEepbIBHON
aJIMUHUCTPATUBHOM MOJIEP>KKON MX UCIIOIb30BaHUS;

- 3(ppeKTUBHBIM KOHTpOJIEM Haj COOJIIOJCHUEM I0JIb30BATENIMU HH(POPMALMOHHBIX PECYpCOB
Opranuzanuu TpedoBaHUN 110 00ecreyeHn0 HHPOPMALIMOHHOM 6€3011acHOCTH.

IV.OcHoBHbIE yrpo3bl nHGOPMALHOHHOI 6e3omacHocT Opranu3anun
4.1. CymiecTByeT ABa BUJa yrpo3 HHGHOPMAIIMOHHON 0€30MacHOCTH:
- MCKYCCTBEHHBIE - yTPO3bl, BBI3BAaHHBIE JACSITEIbHOCTHIO UEIOBEKA,
- €CTECTBEHHBIE - YTPO3bl, BEI3BAaHHBIE BO3JICHCTBUAMU Ha WH(POPMAIIMOHHYIO CHCTEMY U €€ DJIEMEHTHI
O00BEKTHBHBIX (PU3MYECKHX MTPOIECCOB TEXHOTEHHOTO XapaKTepa WM CTUXUHHBIX TIPUPOIHBIX SBIICHHMH,
HE 3aBUCALINX OT YEJIOBEKA.
4.2. Haubornee 3HAYUMBIMH yrpo3aMu HMHGPOPMANMOHHOHN Oe3omacHocTn OpraHuzanuu (crocodamu
HaHeceHus yuiepOa cyobekTaM MH()OPMAIIMOHHBIX OTHOIIEHUI) SBIISIFOTCA:
- HapymeHue (YHKIHOHAJIBHOCTM KOMIIOHEHTOB MH(popManuoHHblXx cucreM OpraHusanumy,
OnokupoBaHue HH(OpMaIMK, HapyLIIEHHE TEXHOJIOIMYECKHX IIPOLIECCOB, CPBIB CBOEBPEMEHHOTO
peleHns 3a1ay;
- HapylUIeHHE LEJOCTHOCTH (MCKaXKeHHEe, IO0JIMEHa, YHUYTOXKEHHE) HH(POPMAIMOHHBIX PECYypCOB
Opranuzaiiuy, a Takxke danbcuduraius (MoanenKa) T0KyMeHTOB;
- HapylleHne KOH(QUACHIINAIbHOCTHU (pa3rialleHue, yTeuka) NepCOHaNbHbBIX JTaHHBIX.
4.3. OCHOBHBIEC HCTOYHUKHU YTpo3 HH(POpMaAIMOHHOM Oe30macHocTH OpraHu3aiuu:
- HelpeIHaMepeHHbIe (OIMO0UHbIe, CayyaiiHble, 0€3 3710r0 yMbICIAa U KOPBICTHBIX 1ieJiel) HapyIIeHus
YCTaHOBJICHHBIX PErjJaMeHTOB cOopa, oOpaOOTKM M mepenaud MHGOpMallUM, a Takke TpeOoBaHUI
OesomacHocT HH(OpMaMM U Jpyrue JeHCTBUS TMOJb30BaTesed MH(OPMALMOHHBIX CHCTEM
Opranuzanuu (B TOM uuncie paOOTHMKOB, OTBEYAIOUIMX 3a OOCIY)KMBAaHHME M aJMHUHHCTPUPOBAHUE
3JIEMEHTOB WH(MOPMAIIMOHHBIX CHUCTEM), NPUBOASIINE K HENPOM3BOJIUTEIbHBIM 3aTpaTaM BPEMEHU U
pecypcoB, pasriameHHI0 CBEJCHUH OrpaHUYeHHOr0 PaclpoCTpaHeHUs, oTepe IIEHHOW nH(popManun
WIN HapyIIEHUIO pab0TOCIIOCOOHOCTH I€MEHTOB MH(POPMALIMOHHBIX CUCTEM;
- IpeJHaMepeHHbIe (B KOPHICTHBIX LEJAX, O MPUHYKICHUIO TPETbUMHU JINLIAMH, CO 3JIbIM YMBICIIOM U
T.I.) IeHCTBHS JIETaJIbHO JIOMYIIEHHBIX K MH()OpMAIIMOHHBIM pecypcaM OpraHu3aiiy nojib3oBaTesei
(B ToM uymcine pabOOTHHMKOB, OTBEYAIOUIMX 3a OOCIYKMBAaHHE W aJIMUHUCTPHPOBAHUE DJIEMEHTOB
MH(OPMALIMOHHBIX CHUCTEM), KOTOpbIE€ NPUBOJAT K HEMPOM3BOAMUTEIbHBIM 3aTpaTaM BpEeMEHU U
PECYPCOB, pa3rilallieHHI0 CBEJICHUN OTpaHMYEHHOr0 pacHpOCTpaHEHUs, oTepe LIEHHON MHpOopMalu
WM HapyLIEHUIO pab0TOCTIOCOOHOCTH 3J1€MEHTOB HH(GOPMaMOHHBIX cucTteM OpraHusalii;
- ylaJeHHOE HEeCaHKIMOHMPOBAaHHOE BMEIIATENbCTBO MOCTOPOHHUX JIMI] U3 BHEIIHUX ceTel 00IIero
HazHaueHUs (Ipex e Bcero uepes ceTb IHTepHeT), uepes jieranbHble U HECAHKIIMOHUPOBAHHbIE KaHaJIbI
MOJKIIIOUEHUSI K TAaKUM CETSIM, MCIONb3ysl HEIOCTaTKH MPOTOKOJOB OOMEHa, CPEACTB 3allUThl U
pasrpaHMyYeHHs yIAIEHHOTO JOCTyIa K MH()OPMAITMOHHBIM pecypcam;
- OWMOKH, JOMYLICHHbIE IPH pa3pabOTKe 3EMEHTOB MH(OPMAIMOHHBIX cucTeM OpraHu3aluy U UX
CHCTEM 3allUThl, OUIMOKN B IPOrpaMMHOM 00€CIIeueHHH, OTKa3bl U COOM TEXHUYECKUX CPEJICTB (B TOM



YHUCJIE CPEACTB 3aIUTH HHPOPMAIIIH);

- TEXHMYECKHE COOU 3JIEMEHTOB NH(OPMALIMOHHBIX CUCTEM.

4.4. Tlytu peanu3alyy yrpo3 HHPOPMaLMOHHOM Ge3onacHocTH OpraHu3alyy.

4.4.1. Tlytu peanusanuu HeTpeIHAMEPEHHbBIX UCKYCCTBEHHBIX YTPpO3 HH(POPMALIMOHHOM 0€3011acHOCTH
Opranuzanuu.

Pabotauku Opranu3zamu, sSBJISIOIINECS aBTOPU30BAHHBIMH CyOBEKTaMH JOCTYIA MH(POPMAIIMOHHBIX
CHCTEM, a TaKkXke PaOOTHUKH, OOCITY)KMBAIOIIUE OTICIbHBIC 3JIEMEHTHl MH()OPMAIIMOHHBIX CHCTEM,
ABJIAIOTCSL BHYTPEHHUMH MCTOYHHMKAMM ClIy4dalHbIX BO3JeHCTBUI. OCHOBHBIE IYyTH pealn3aluu
HeNpeAHaMEPEHHbIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) yrpo3 HH(GOpMALMOHHONH Oe30MacHOCTH
Opranuzanuu (IeHCTBUsI, COBEpIIAEMble JIOABMHU CIy4aiHO, M0 HE3HAHHIO, HEBHUMATEIbHOCTH WU
XaJIaTHOCTH, U3 JIFOOOMBITCTBA, HO €3 3J10r0 yMbICIIA):

- HEOCTOPOXHbIE JEMCTBUSA, MNPUBOJAIIME K YACTUYHOMY MJIM IIOJHOMY HapyIIEHUIO
(GYHKIMOHATIBHOCTH JIEMEHTOB MHPOPMALMOHHBIX cucTeM OpraHu3aiuu;

- HEOCTOPOXHbIE JEWCTBUS, HPUBOASAILIME K pasMVIalleHUuI0 HMH(GOpMAlMM OIPAaHUYEHHOIO
pacnpocTpaHEeHHUs WK JeJaloUIie ee 00LIe10CTYTHOM;

- pa3riamieHue, mepefada WIM yTpaTa aTpuOyTOB pa3rpaHUYeHHs JocTyna (KI4ed (JIOTHHOB),
[1apoJiei, KJIIFOUEBbIX HOCUTENIEH U T. I1.);

- WUTHOPHPOBAHWE YCTAHOBJICHHBIX MPABHJI MPU padboTe ¢ MHPOPMALMOHHBIMU PECYPCAMU;

- IPOEKTHPOBAHUE AJITOPUTMOB OOPAaOOTKM JaHHBIX, pa3paboTKa MPOrPAaMMHOIO OOECIeUYeHUs: C
BO3MOKHOCTSIMH, TPEICTABIISIONMMH OMACHOCTD IS (DYHKIIMOHUPOBAHUS UH()OPMAIIHOHHBIX CHCTEM
u uHpopmarmonHoi 6e3onacHoctu OpraHusanuy;

- IepechlIKa MH(OpMaIUK MO OIIMOOYHOMY 3JIEKTPOHHOMY ajjpecy (yCTpOHCTBa); BBOJ OLIMOOUHBIX
JAHHBIX;

- HEOCTOPO’KHAas Mopya HoCUTeNeH HHPOPMALIUY;

- HEOCTOPOKHOE MOBPEXICHUE KaHAJIOB CBS3H;

- HeNpaBOMEPHOE OTKJIIOYEHHE OOOpYIOBAaHUS WJIM HU3MEHEHUE PEXKHUMOB pabOThl 3JIEMEHTOB
WH(POPMAIIMOHHBIX CUCTEM;

- 3apa)keHuE KOMIIbIOTEPOB BUPYCAMU;

- HECAHKIIMOHMPOBAHHBIA 3aIlyCK TEXHOJIOTUYECKUX MPOTPaMM, CIOCOOHBIX BBI3BaTh MOTEPIO
paboTOCIIOCOOHOCTH DJIEMEHTOB MH()OPMAIMOHHBIX CHCTEM HIIM OCYIIECTBIISIIONINX HEOOpaTUMBIC B
HUX WU3MeHeHHs ((POpMaTUPOBAHHE WM PECTPYKTYPH3AIMIO HOCHUTENEeH HWH(POpPMALUH, yAajIeHUE
JAHHBIX);

- HEKOMIIETEHTHOE HCII0JIb30BaHKEe, HACTPOHKa MM HEITPABOMEPHOE OTKIIIOUEHUE CPE/ICTB 3aAILUTHI.
4.4.2. Ilytu peanusanuy npeHaMEpEeHHbIX HCKYCCTBEHHBIX (CYOBEKTUBHBIX) YIpO3 HH(OPMAILIMOHHON
0€30IMMacHOCTH.

OcCHOBHBIE BO3MOXHBIE TIYTH YMBIIUIEHHOW J€30praHu3anuu paboThl, BBIBOJA DIIEMEHTOB
MH(POPMALIMOHHBIX CUCTEM U3 CTPOsI, HECAHKLIMOHUPOBAHHOI'O JOCTYIA K HHPOPMALIUH (C KOPICTHBIMU
LEJISIMU, 110 IPUHYKJIEHHIO, U3 )KEJTaHUs OTOMCTUTH):

- yYMBIIUICHHbIE  JEHCTBUS, NPUBOJAIIME K YaCTUYHOMY WM  MOJHOMY  HAapyLIEHHUIO
(YHKIIMOHATIBHOCTHU 3JIEMEHTOB MHPOPMAIIMOHHBIX crucTeM OpraHu3aiuy;

- JEHCTBUS TO Je30praHu3alui (YHKIMOHUPOBaHUS HH(GOPMalMOHHBIX cucTteM OpraHu3anuuy,
XUILEHUE IEKTPOHHBIX JOKYMEHTOB U HOCUTENIeH MHPOpMaIMK; HECAHKITMOHUPOBAHHOE KOIIMPOBAHKE
AJIEKTPOHHBIX JIOKYMEHTOB U HOCUTENEH HH(OpMaLINK;

- YMBIIIJIEHHOE UCKaX€HUE UH(OPMAIINH, BBOJ] HEBEPHBIX JAHHBIX;

- OTKJIIOYEHHWE WIM BBIBOA M3 CTPOS MOJCUCTEM obOecredyeHuss (PyHKIMOHUPOBAHMUS HIIEMEHTOB
MH(GOPMALIMOHHBIX CHUCTEM (DJEKTPONUTAHMS, OXJIAXKACHUS M BEHTWIALMHU, JIMHUM M anmapaTypbl
CBA3H);

- TepexBaT JJaHHbIX, IIepe1aBaeMbIX 110 KaHaJaM CBS3M U MX aHaJIM3;

- HE3aKOHHOE MOJIy4eHUe aTpUOyTOB pa3rpaHUUEHHs 10CTyNa (UCIOJIb3Ysl XaJaTHOCTh M0JIb30BaTeNell,
MyTeM MOAJIENIKH, T000pa mapos);

- HECaHKIMOHMPOBAHHBIA JIOCTYN K pecypcaM HHGOPMAIMOHHBIX CHUCTEM C pabouyux CTaHIUN
aBTOPU30BAaHHBIX CYOBEKTOB JIOCTYIIA;

- XHUILIEHHUE WU BCKPBITHE MH(POB KPUNTOZAIUTH HHPOPMAIUH;

- BHEJPEHHUE amlmapaTHbIX W MPOTPaMMHBIX 3aKJIaJOK C IIeJIbI0 CKPBITHO OCYIIECTBISATH JOCTYI K
MH(OPMALMOHHBIM pecypcaM WK Je30praHu3aluui GyHKINOHUPOBAHUS 3JIEMEHTOB HH(POPMAIIHOHHBIX
cuctem Opra"nuzanuu;

- HE3aKOHHOE HCIIOJIb30BaHUE HJIEMEHTOB MH()OPMAIIMOHHBIX CHCTEM, Hapyllalollee MpaBa TPETbUX
I

- IpUMEHEHHE MOJCIYIINBAIOIIUX YCTPOUCTB, ()OTO U BHUICO CHEMKA U HECAHKIIMOHHUPOBAHHOTO
cbeMa UH(OpMAaIIH.



4.5. Iyt peanu3anii OCHOBHBIX €CTECTBEHHBIX YIP0O3 HHPOPMALIMOHHON 0€30MacHOCTH:

- BBIXOJl W3 CTpOsi 00OpyAOBaHUS WH(POPMAIMOHHBIX CHCTEM M OOOPYIOBaHUS OOECIEYCHHUS €ro
(YHKIIMOHMPOBAHUS;

- BBIXOJI U3 CTPOS WJIM HEBO3MOXKHOCTh MCIOJIb30BAaHUS JIMHUH CBSI3H;

- TOXapbl U CTUXUIHBIE OEICTBHUS.

4.6. Mopenb BO3MOXKHBIX HAPYLIUTEIICH.

4.6.1. Tunbl HApyLIUTEIICH:

C yderoM KaTeropuH JIMI, MOTHUBALMH, KBATM(UKALWK, HAIWYUSA CICHUAIBHBIX CpPEICTB:
HexommneTeHTHBIN (HEBHUMATENbHBIN) 110JIb30BaTENb - paO00THUK OpraHu3anuu (MM MOApa3/ieieHus
BHEIIIHEH OpraHu3aliy, 3aHUMaroLeiics o0caykuBaHueM MH(MOPMaMOHHBIX cucteM OpraHuzanun),
IPEANPUHUMAIOIIAN TIONBITKY BBIIOJHEHUS 3allPEILEHHBIX [NEHCTBUHM, AOCTYNA K 3allHIACMbIM
pecypcaM HH(OPMAIMOHHBIX CHUCTEM C IPEBBILIEHHEM CBOUX IOJIHOMOYMH, BBOJA HEKOPPEKTHBIX
JAHHBIX, HAPYLIEHHUs MpPaBUI M pErjIaMeHTOB paldoThl ¢ MHpOpMaluel, ACHCTBYs MO OUIMOKE,
HEKOMIIETEHTHOCTH WJIM XaJaTHOCTU O€3 yMBICIAa U MCIOJIB3YIOUIMHA HPU 3TOM TOJIBKO IITATHBIE
CpEICTBa.

Jlroburens - pabotHuk OpraHuzanuu (WIK MOApa3AeieHUs BHEUIHEH OpraHu3aluy, 3aHUMAIOIICHCs
o0ciry>)xuBaHNeM HH(PpOpMAITMOHHBIX crcTeM OpraHu3anyn ), MHITAIOIUICS HAPYITUTh CUCTEMY 3aIUThHI
0e3 KOPBICTHBIX IIeJIeH, yMbICTIa UITH [T CAMOYTBEPIKICHHS.

IIpu 3TOM HMCNIONB3YIOTCS PA3IMYHbIE METOABI MOJIYUYEHHS JONOJHUTENBHBIX OJHOMOYMM JocTyna K
pecypcaMm, HEAOCTaTKW B TIOCTPOEHUU CHCTEMBI 3alllUThl W JOCTYIIHbIE €My LITaTHBIE CPEACTBA
(HeCaHKIIMOHUPOBAHHbIE JIEHCTBUS IOCPEICTBOM IPEBBIICHUS CBOUX ITOJIHOMOYUN Ha HCIOJIb30BAHUE
pa3peLIeHHBIX CPEJCTB), HEIITaTHbIE HHCTPYMEHTAIIbHBIE U TEXHOJIOTHYECKHE IPOIPaMMHBIE CPEJICTBA,
CaMOCTOSITEJIbHO pa3pa0OTaHHbIE IMPOrpaMMbl WM CTAaHJAPTHBIE JONOJHHUTEIbHbIE TEXHUUECKUE
CpEICTBa.

BHyTpeHHuil (BHEIIHUI) 3710yMBIIIJIEHHUK - aBTOPU30BaHHBIN CyOBEKT JOCTyNa (IIOCTOPOHHEE JIUIIO)
JeUCTBYIOIMH 1IeJIeHaNpaBIeHHO (B TOM YMCJE B CTOBOPE € JIMIIAMH, HE SIBJISIOLMMUCA paOOTHUKAMU
Opranuzanun). [Ipu 3T0M HCHONB3YIOTCS METOABI M CPEACTBA B3JIOMa CUCTEMBI 3aLUTHI, BKIIOYAs
areHTypHbIE METO/bl, IACCUBHBIE CPEJCTBA (TEXHUYECKHE CPEACTBA IEepeXBaTa), METOAbl U CPEJICTBA
aKTUBHOTO BO3JEHCTBUS (MOIU(HUKAIMS TEXHHUYECKUX CPENICTB, MOIKIIOUEHHE K KaHajlaM Iepeaadn
JAHHBIX, BHEJIPEHHE MTPOIPAMMHBIX 3aKJIaJJOK M MCIIOJIb30BAHHUE CIIEHUAIbHBIX UHCTPYMEHTAIbHbBIX U
TEXHOJOTMYECKUX IporpaMM), a TakKe KOMOMHAIMM BO3JEHCTBUM, KaK W3HYTPHU, TaK U HU3BHE
Opranuzanumu.

4.6.2. BHyTpEeHHHUE HAPYLIUTENN:

BHyTpeHHUM HapyluTeaeM MOKET ObITh JIMIO U3 CIEAYIOUIMX KaTeropuil paboTHuKOB OpraHu3aiuu:
- 3aperuCTPUPOBAHHBIE IOJB30BATEIM M TMEPCOHAI, OOCIYKMBAIOIIUI TEXHUYECKHE Cpe/CTBa
nHpOpMalMOHHBIX crucTeM OpraHu3anuy;

- pabOTHUKH, B TOM YHCIIE PYKOBOJUTEINH, HE SBJISAIOIINECS 3aperUCTPUPOBAHHBIMU MTOJIb30BATEISIMH U
HE JIOMyIIEeHHble K MH(OPMAMOHHBIM pecypcaM OpraHuszaluy, HO UMEIOIIUE JOCTYN B 3JaHUSA U
nomenieHuss Opranuzanuy;

- paOOTHMKH, B TOM YHCJIE€ PYKOBOJIUTENH, 3aJ€HCTBOBaHHbIE B pa3pabOTKE U COINPOBOXKIECHUU
MPOrpaMMHOTO 00eCTIeUeHUS.

4.6.3. BHemHuEe HapyIIUTENH:

BremHuMm HapymuTeneM MOXKET ObITh JIMIIO U3 CIEAYIOINX KaTerOpUid:

- pabotHuku Opranusanuu, ¢ KOTOPbIMU IPEKpalIeH (pacTOPrHyT) TPYA0BOI 10TOBOP;

- IpeACTAaBUTENN BHEUIHMX OpraHM3aluii, 3aHMMAIOIIMXCS pa3pabOTKOM, MOCTaBKOW, PEMOHTOM M
00CITy’)KUBaHHEM JIEMEHTOB MH(POPMALIMOHHBIX CUCTEM;

- YJIEHBI IPECTYMHBIX OPraHU3ALNN WIN JIMLA, AEUCTBYIOLIHE 110 UX 33JaHUIO;

- JIMIA, CIIy4allHO WM YMBIIIJIEHHO IPOHUKIINE B JOKAJIBHYIO BBIUMCIUTEIBHYIO ceTh OpraHusanuu
U3 BHEIIHUX TEJIEKOMMYHHUKAIIMOHHBIX CETel (XaKepsbl);

- aJMHUHHUCTPATOPBl aBTOMAaTU3UPOBAaHHBIX cucTeM OpraHu3annu, UMEIOIINE HEOTPAaHUYEHHBIN TOCTYI
K HH(OpPMALIMOHHBIM pecypcaM KOMIIOHEHTOB KOPIIOPATUBHON HH(DPOPMALIMOHHOW CHUCTEMBI.
AJMUHUCTPATOPhl aBTOMATHU3WPOBAHHBIX CHUCTEM MOTYT OTHOCHUTHCS KaK K BHEIIHUM, TaK M K
BHYTPEHHUM HapyIIUTEISIM.

4.7. YTedka uH(pOpMAIIMK 10 TEXHUYECKUM KaHaJlaM.

[Ipu mpoBeIeHUN MEPOTIPUATHH U SKCILTyaTalliy TEXHUYECKUX CPEACTB yCTaHABIUBAIOTCS CIIEAYIOIINE
KaHajbl YTEUYKH WJIM HapyUIeHHs IeJIOCTHOCTH HH(GOpMaluu, HapylleHHus paboToCcrnocoOHOCTH
TEXHUYECKUX CPECTB:

- MOOOYHbIE 3JEKTPOMArHUTHBIE H3Iy4yeHHS HH()OPMATHUBHOIO CHTHAJa OT TEXHMYECKUX CPEICTB
OpraHu3anuu 1 JMHAN niepeiaud HHPOopMalnu;

- HaBOJKM WH(POPMATUBHOIO CHrHaja, 00padaThIBAEMOIr0 TEXHWYECKHMMHU CpEICTBAMH JIOKaJIbHOMN



BBIYUCIIUTENbHOU ceTn OpraHu3aliy, Ha IPOBOJIa U JIMHHUH, BRIXO/ISIIHE 3a MPEICITbl KOHTPOIUPYEMOKH
30HBI OpraHu3aiuy, B T.4. Ha IETH 3a3eMJICHHUS M AJICKTPOITUTAHHUS;

- DJIEKTPUYECKHE CHUTHAIbl WM PAJAUOM3IydeHHs, OOyCIOBICHHBIC BO3JEHCTBHEM Ha CpelcTBa
nepeaayy MHPOPMALMU BBICOKOYACTOTHBIX CHTHAJIOB, CO3/[aBAEMBIX C IIOMOIIBIO Pa3BEeAbIBATEIBHOMN
anmaparypsl, o 3pupy U MpoBoJaM, JIUOO CUTHAJIOB MPOMBIIIICHHBIX PaJUOTEXHUYECKUX yCTPOHCTB
(pazuoBemaTenbHbIC, PAIMOIOKAIIMOHHBIE CTAHLIUH, CPEJCTBA PAIHOCBSI3U U T.I1.), U MOAYJISILUEH UX
MH(GOPMATUBHBIM CUTHAJIOM;

- aKyCTHYECKO€ H3JIy4YeHHE HH(OPMATHBHOTO PEUEBOr0 CHUTHANA WM CHUTHAja, OOYCJIOBJICHHOTO
(YHKIIMOHUPOBAHUEM TEXHUYECKHUX CPEJICTB 00pabOTKH HH(pOpMAInu;

- JJIEKTPUYECKHE CHTHAIIBI, BO3HUKAIOIINE ITOCPEACTBOM MpeoOpa3oBaHusi HHOOPMATHBHOTO CHTHAJIa
U3 aKyCTUYECKOTO B JJICKTPUYECKUN 3a cyeT MUKPO(OHHOTO d(ddekra M pacripoCTpaHSIONIHEcs 10
MIPOBOJIAM M JIMHUSM TIepelaud HHPOPMAIINY;

- BUOpAIlMOHHBIC CUTHAJIbBI, BO3HHMKAIOIIAE IOCPEACTBOM TIpeoOpa3oBaHUs HH(GOPMATHBHOTO
aKyCTUYECKOTO CHTHAJa TP BO3JCHCTBHH €r0 HAa CTPOUTENIbHBIC KOHCTPYKIIMH W WHXKEHEPHO-
TEXHUYECKHE KOMMYHHUKAIIMH BbIICICHHBIX TIOMELICHUN;

- BO3/CUCTBHE HAa TEXHUYECKHE WJIM TMPOTPaMMHBIE CPEACTBAa B MLEJISAX HAPYIIEHUS IEIOCTHOCTH
(YHUUYTOXEHHSI, HCKaKEHHs) HH(pOpMaIuu, pabOTOCIIOCOOHOCTH TEXHUYECKHX CPEICTB, CPEICTB
3alUThl MH()OPMAIUK, aAPECHOCTH M CBOEBPEMEHHOCTH HH(OPMAIMOHHOTO OOMEHa, B TOM YHUCIIe
AJIEKTPOMArHUTHOE, dYepe3 CIEMUaATbHO BHEAPEHHBIC OJIIEKTPOHHBIE W TPOTPaMMHBIE CpEICTBa
(«3akmagkm»);

- TepexBaT MHPOPMAIIMU WU BO3JCHCTBHE HA HEE C UCIOJIb30BAHUEM TEXHHUECKUX CPEICTB MOKET
BECTHCh HENOCPEJICTBCHHO W3 37aHUH, PACIIOJIOKEHHBIX B HEITOCPEICTBEHHON OJM30CTH OT OOBEKTa,
MECT BPEMEHHOTO MpEObIBaHMS, 3aMHTEPECOBAHHBIX B IepexBaTe MH()OpPMAIMK MM BO3JICHCTBHU Ha
Hee JIMIl Mpu mocemeHnn UMy OpraHu3anuy, a TakkKe C MOMOIIBI0 CKPBITHO YCTaHABIMBAEMOMN
ABTOHOMHOM aBTOMAaTHUYECKOU anmnapaTypsbl.

V. OcHOBHbIE NPUHIUIIBLI IOCTPOEHHS CHCTEMbI o0ecriedeHUus1 HHGOPMAIHOHHOI 0e30MaACHOCTH
[Toctpoenne cucreMbl oOecrieueHuss WHGPOPMAIIMOHHON Oe3omacHocTn OpraHu3anuu U ee
(YHKIMOHMPOBAHUE JIOJDKHBI OCYIIECTBISTHCS B COOTBETCTBHH CO CIEAYIOIIMMH OCHOBHBIMHU
TIPUHIIAITAMH

5.1. 3aKOHHOCTb.

[Ipenmonaraer ocymiecTBICHUE 3alIUTHBIX MEPOTIPUATHH U pa3pabOTKy CUCTEMBbI 3alUThl UH(DOpMAaLIUU
Opranuzaiiui B COOTBETCTBMM C JEHUCTBYIOIIMM 3aKOHOJATENLCTBOM B oOjactu uHGOpMaLNH,
nH(OPMATU3ALNY U 3aIIUTHl HHPOPMAIINH, a TAKXKE IPYTHX HOPMATUBHBIX aKTOB 110 HH(POPMAIIMOHHOM
0€30MMacHOCTH, YTBEPkKACHHBIX OpraHaMH roCcyAapCTBEHHON BIACTH.

[TpunsTeie Mepbl HWHPOPMALMOHHOM O€30MACHOCTH HE JOJDKHBI IPENSTCTBOBATH  JOCTYIY
[IPaBOOXPAHUTENIbHBIX OpPraHOB B IPEIyCMOTPEHHBIX 3aKOHOJATEIBLCTBOM Clydasx K pecypcaM
KOHKpETHBIX MH(OPMallMOHHBIX cucTeM. Bee nmoibp3oBaTeny HHPOpMaMOHHBIX cucteM OpraHuzanuu
JOJKHBI UMETh MPEICTaBIeHNE 00 OTBETCTBEHHOCTH 3a IPABOHAPYLIEHUsSI B 00J1aCTH UHPOPMAIIUH.
5.2. CUCTEMHOCTb.

CucreMHBI TOAXOA K IOCTPOEHHUIO CHUCTEMBI oOOecreueHuss HH(POpMalMOHHOW Oe30macHOCTH B
Opranu3zaiuy npeanoiaraeT yueT BCeX B3aMMOCBSI3aHHbIX, B3aUMO/IEHCTBYIOIIMX U U3MEHSIOIINXCS BO
BPEMEHH JJIEMEHTOB, YCIOBUW U (PAKTOPOB, 3HAYUMBIX [JIsi TOHUMAHHUS M pPEUICHUS MPOOIEMBbI
obecrieyeHuss mHpopMannoHHON Oe3zomacHoctu Opranuzauuu. [Ipym co3gaHMM CHUCTEMBI 3alUTHI
YUUTBIBAIOTCS BCE Cila0ble M Haubosee ysa3BUMblE MecTa MH()OpPMAIMOHHBIX cucTeM OpraHuszanu, a
TaK)Xe XapakTep, BO3MOKHbIE 00BEKTHI U HAMpaBJICHHs aTak Ha He€ CO CTOPOHBI HAPYIIHUTENEH, MyTH
HECaHKIMOHUPOBAHHOTO JIocTymna K uHGpopmaruu. Cuctema 3aluThl JOMKHA CTPOUTHCS C yU4ETOM
BO3MO’KHOCTH TOSIBJIEHUS IPUHIIUITMAIBHO HOBBIX yTEH pean3aluy yrpo3 6e30MacHOCTH.

5.3. KOMIIIEKCHOCTS.

KomruiekcHoe ucnosap30BaHNEe METOJIOB U CPEJICTB 3alUThl MHPOPMAIIMOHHBIX CUCTEM MpEIoIaraet
COIJIACOBAaHHOE MPHMEHEHHE MPOTPaMMHBIX M TEXHUYECKHUX CPEACTB IMpPH IMOCTPOCHUH LEIOCTHOU
CUCTEMBI 3allUThl, NEPEeKpbIBAIOUIEH BCe 3HAYMMblE KaHalbl pealu3allid yrpo3. 3aliuTa JI0JDKHA
CTPOMTHCS SIIETOHUPOBAHO. BHeIIHAS 3ammuTa JOHKHA 00ecreunBaThes (PU3NYECKUMHU CpelICTBaMU,
OpraHMU3alMOHHBIMH U IPABOBBIMH MEpaMH.

5.4. HemnpepbIBHOCTD 3alLUTHI.

Jlnis obecrnieueHus: 3TOro MPUHIIUIIA HEOOX0IMMa MOCTOSIHHAS OpTaHU3alMOHHAas (aIMUHUCTPATUBHAS)
NoJiIep>KKa (CBOEBpEMEHHAs CMeHa M o0ecliedeHHe MPaBUIBHOIO XpaHEHHs U MPUMEHEHHs MMEH,
napoJiel, kimodel mudpoBaHus, nepepacnpeneneHue noasHomouni). Ilopsok nmomyueHus gocryna K
WH(OPMALIMOHHBIM pecypcaM periaMeHTHPYeTCsl B JIOKAJIbHBIMH HOPMATUBHBIMH aKTaMU U
OpraHu3alMOHHO-PACTIOPAIUTENBHBIMH TOKYyMeHTaMu OpraHu3aiui.



5.5. CBOEBPEMEHHOCTb.

[Ipeanonaraercs ynpexaammi xapakTep mep obecrieueHrs MHGOPMAIIMOHHONW 0€30MMacHOCTH, TO
€CTh TOCTAaHOBKA 3a7lay MO KOMIUIEKCHOM 3ammre MH(pOpMaruu W peanu3anus Mep oOecreueHHs
6e30macHOCTH MH(POPMAILIUU HA PAaHHUX CTaIUAX pa3paboTKu MH(OPMAIMOHHBIX cucTeM. PazpaboTka
CHCTEMBI 3aIlUTHl BEACTCS MapaJjIeNbHO C pa3pabOTKOM M pa3BUTHEM CAaMOM MOJJIeKallel 3amuTe
MH(POPMAIIMOHHOHN CUCTEMBI.

5.6. IIpeeMCTBEHHOCTb U COBEPIICHCTBOBAHUE.

[Ipenmnonaraer MOCTOSHHOE COBEPILIEHCTBOBAHME MEP M CPEICTB 3aIIUTHl MH(GOpPMAIMM HA OCHOBE
MIPEEeMCTBEHHOCTH OpPraHU3allMOHHBIX W TEXHUYECKHX pEeUICHHM, KaJpoBOTO COCTaBa, aHajiu3a
byHKIIMOHUpPOBaHUs MHPOPMAITMOHHBIX crucTeM OpraHu3anui U CUucTeM MHGOPMAIMOHHON 3alIUTHI C
y4eTOM M3MEHEHHUIl B METOAaX U CpeJCTBax NepexBara MHGOpMaluu, HOPMATUBHBIX TPeOOBaHUH IO
3aIUTe, JOCTUTHYTOTO OTEYECTBEHHOT0 U 3apy0eKHOT0 ONbITa B ATON 001aCTH.

5.7. TlepcoHasibHasi OTBETCTBEHHOCT.

[Ipenmonaraer BO3NOKEHHWE OTBETCTBEHHOCTH 3a obecredeHre MH(OpPMAaLMOHHONW OEe30MacHOCTH Ha
Kax10r0 padoTHrKa OpraHu3aiyy B Ipejienax ero MoJHoMounil. B cOOTBETCTBUM ¢ 3TUM MPUHITUIIOM
pacmpesielieHre paB U 00s13aHHOCTEH paOOTHUKOB CTPOUTCS TAKUM 00pa30M, 4TOOBI B CIIydae JHO0ro
HapyIIeHHUs KpyT BUHOBHUKOB OBLIT Y€TKO W3BECTEH MJIM CBEICH K MUHUMYMY.

5.8. MuHuMH3aLMSA TOJTHOMOYHIA.

[Ipenmnosaraer nmpenocTaBleHUE MOJIb30BATENIIM MUHUMAJbHBIX IIpaB JIOCTylla B COOTBETCTBUU CO
cIry>keOHOI Heo0Xx0oauMOoCThIO. JlocTyn K HH(pOpMALUU TOJIKEH MPEAOCTABIATHCS TOIBKO B TOM ClTydae
1 00BEMeE, ecii 3TO He0OXOIMMO PaOOTHUKY JJISl BBIMOJHEHUS €TI0 JOHKHOCTHBIX 0053aHHOCTEH.

5.9. I'mOGkocTh cucTeMbl HHGOPMAIIMOHHON O€301TaCHOCTH.

[Ipenmonaraer cnocoOHOCTh CUCTEMBI MH(POPMALIMOHHOM 0€30MacCHOCTH pearupoBaTh Ha M3MEHEHUs
BHEIIHEH cpeapl U ycioBUi ocymiecTBieHus OpraHuzaiyeil cBoed NesiTeNbHOCTH. B 4ucmo Takux
W3MEHEHUN BXOJIAT:

- M3MEHEHUs OPraHU3alMOHHON U MITaTHOU cTPYKTYypbl OpraHu3anuu;

- M3MEHEHUE CYLIECTBYIOLIUX UM BHEIPEHHUE PUHIMITNAIBLHO HOBBIX HH(POPMAIIMOHHBIX CUCTEM;

- BBO/JI B OKCILIyaTallM0 HOBBIX TEXHUYECKUX CPEJICTB.

5.10. ITpocToTa npyUMEHEHUS CPEACTB 3aLIUTHI.

MexaHu3MBbl U METOABI CHCTEMBl 3alIMThl MH()OpPMAIMHM OJKHBI OBITH TMOHATHBI U TPOCTHI B
ucnosyib3oBaHuu. IIpuMeHeHne cpencTB U METOJIOB 3aLIUThl HE CBA3aHO CO 3HAHUEM CHELMAIBHBIX
SI3bIKOB WJIM C BBIIIOJHEHUEM JEHCTBUIM, TpeOYIOMNX 3HAUUTENbHBIX JOMOJHUTENbHBIX TPYA03aTpaT
pu OOBIYHON paboTe 3aperUCTPUPOBAHHBIX MMOJIL30BATENEH, a TakKe HE TPeOyeT OT MOIb30BaTeNs
BBITIOJTHEHHS] MAJIOTIOHSITHBIX €My OIIepaIlHii.

5.11. OO0CHOBaHHOCTh M TEXHHYECKAS PEan3yeMOCTb.

IIpennonaraet, yTo MHGOPMAIIMOHHBIE TEXHOJIOTUH, TEXHUYECKHE U IIPOTPAMMHBIE CPEJICTBA, CPEACTBA
Y MEpbI 3alUThl THPOPMALIUHU PEATU3YIOTCS HA COBPEMEHHOM TEXHUYECKOM YPOBHE U 0OOCHOBAHBI IS
JOCTHKEHUSI 33JJaHHOTO YPOBHS 0€30MacHOCTH MH(pOpMAIMM U SKOHOMHYECKOH 11e71ec000pa3HoCTH, a
TaK)X€ COOTBETCTBYIOT YCTAHOBJIEHHBIM HOpMaM U TPeOOBAHUSM 110 0€30I1aCHOCTH MH(POPMAIUH.

5.12. Cnenuanu3anus 1 npophecCuoHaIN3M.

[Ipenmnonaraer npuBiedeHHE K pa3pabOTKe CPEACTB M pealu3alli Mep 3alMuThl HMHGOpMaluu
CHEMATM3UPOBAHHBIX OpPraHu3alni, Haubosee MOArOTOBIEHHBIX K KOHKPETHOMY BUIY €ATEIbHOCTH
1o o0ecreyeHuto 0e30MacHOCTH UH(POPMAIIMOHHBIX PECYPCOB, UMEIOIIMX OIBIT MPAKTUYECKONW paboThI
U TOCYJAapCTBEHHYIO JIMIIEH3MIO Ha MpaBO OKa3aHUs YCIayr B 3Toil oOnactu. Peanuzanus
aJIMUHUCTPATUBHBIX MEp W JKCIUIyaTalusi CPEACTB 3alllUThl OCYILECTBIISAETCS MNPO(ecCHOHATBHO
MOJIrOTOBJICHHBIMU CHEMaIMCTaMH 3aluThl MH(popMaru OpraHu3amnmu.

5.13. O0s13aTeNbHOCTH KOHTPOJISI.

IIpennonaraer 00sA3aTeIbHOCTh U CBOEBPEMEHHOCTh BBISBJICHUS U MPECeUEHUs! MOMBITOK HapyIIEHUs
YCTAHOBJICHHBIX IpaBUII o0ecrieyeHns 0e30MacHOCTH HH(POPMAIIHH.

KoHTponb 3a JesTenbHOCThIO JIF0OOTO IMOJIb30BATENsl, Ka)XJI0ro CpPEeiCTBA 3allMThl U B OTHOLICHUU
J000r0 00BEKTa 3aIIUTHI OCYLIECTBIIAETCS HA OCHOBE IPUMEHEHHUS CPEJCTB ONIEPATUBHOIO KOHTPOJIS U
pErucTpalyy U OXBaTbIBAE€T CAHKIIMOHUPOBAHHBIE U HECAHKIIMOHUPOBAHHBIE JICHCTBHS MOJIb30BaTENEH.
BrisiBnennsie pabotHukamMu OpraHu3aniy HEAOCTaTKU CUCTEMBI 3alllUThl HHPOPMAIUU JOBOJSATCS 10
CBEJCHMSI HEIMOCPEACTBEHHOTro pykoBoguTens. O CyHIECTBEHHBIX HEAOCTaTKax CcooOIaercs
pyxoBouTento OpraHu3anui.

VI.  Mepbl, MeTO/IbI H CpeACTBA obecnieyeHUs1 HH(POPMALMOHHON §e301acHOCTH
6.1. Mepsl obecrieueHuss HHGOPMALMOHHON OE30MMaCHOCTH.
6.1.1. K 3akoHomarenpHbIM (IIPaBOBBIM) MepaM oOecredeHHus HHPOPMAIMOHHON Oe30macHoCTH
OTHOCATCS JercTByomue B Poceniickoit denepanny 3aKOHOIATEIbHbBIE M MHBIE HOPMATUBHBIE AKTHI,



periiaMeHTHPYIOIIKe TpaBmiia oOpamieHuss ¢ WHGOpMAaIUeH, 3aKpEIUIIONIe MpaBa U O0S3aHHOCTH
Y4aCTHUKOB HMH(OPMALMOHHBIX OTHOILIEHUH B mpolecce ee o0pabOTKHM M UCIOJIb30BaHUS, a TaKKe
YCTaHABJIMBAIOIIME OTBETCTBEHHOCTh 3a HapylIeHHs 3TUX mNpaBui. [IpaBoBble Mepbl oOecriedeHus
MH(POPMAIIMOHHON 0€30IaCHOCTH HOCST YIPEXAAIOUINHA, NMpo(UIaKTUYeCKHi XapakTep U TpeOyroT
MOCTOSIHHOM  pa3bsCHUTENBHON pPabOThl C TOJNB30BATENIIMU W OOCITYKMBAIOIIUM TEPCOHAIOM
nH(POPMAMOHHBIX crcTeM OpraHu3alyi.

6.1.2. K texHomormyeckum Mepam oOecriedeHuss WH(HOPMAIMOHHONW O€30MacHOCTH OTHOCSATCS
TEXHOJIOTUYECKHE PEIICHUS W MPHEMBbI, HAalpaBICHHbIC HA YMEHbBIICHHE BO3MOXXHOCTH COBEPIICHHS
pabotHukamMu OpraHuzanuu OMIMOOK W HapylIeHWH B paMKax MPEJOCTaBICHHBIX HUM IIpaB H
MTOJIHOMOYHH.

6.1.3. OpranusanuoHHbIe (aIMUHUCTPATUBHBIE) MEpbl oOecneueHrs HH(HOPMALIMOHHON OE30MacCHOCTH
- 3TO Mephl OPTraHMU3AlMOHHOTO XapaKTepa, perjaMeHTHPYIOUIHe MpoIecchl (PYHKIMOHUPOBAHUS
CUCTeMbl O0paOOTKH J[aHHBIX, HCIOJb30BaHHE €€ PECypcoB, MAEATEIbHOCTh OOCITYKUBAIOILIETO
MepCcoHala, a TakXKe MOPSA0K B3aMMOJCHCTBHS MOJIb30BATENCH ¢ CUCTeMOl TakuM 00pa3oM, YTOOBI B
HanOOJIbIIEeH CTETIEHHU 3aTPYAHUTD WIN UCKITFOYUTH BO3MOXXHOCTD PealIn3alii yrpo3 0€30MacHOCTH WK
CHU3WUTH pa3Mep IMOTeph B cllyyae HUX peanusanuu. OpraHu3allMOHHBIMU (aAMUHUCTPATUBHBIMHU)
Mepamu obecriedeHusi HHPOPMAITMOHHOW 0€30MTaCHOCTH SIBJISTFOTCSI:

- periaMeHTanus A0cTyna B 31anue Opranu3anuy;

- perimameHTanus JomycKka pabOTHUKOB K MCIIOJIb30BAaHUIO HH(OPMAITMOHHBIX PECYPCOB;

- aHanu3 TpeOOBaHMI K AJIEMEHTAaM CHCTEMBbl Ha OCHOBE 3asBOK IOJIb30BAaTECH HA OOCIY)KHUBaHHUE U
MOAU(UKAIMIO anMapaTHBIX U MIPOTPAMMHBIX PECYPCOB;

- obecriedyeHHe W KOHTPOJIb (PU3NYECKOW MLEIOCTHOCTU (HEM3MEHHOCTH KOHGUTYpalHuu) CpPeacTB
BBIYHCIUTENbHON TEXHUKY;

- oOydeHue MoJIb30BaTeNe; IeATeNIbHOCTD 10 00eCeueHn 0 HH(OPMALIMOHHON O€3011acCHOCTH;

- ycnoBusi 00paboTKU HHPOPMAILIMOHHBIX PECYPCOB KOHPUACHIINATIHLHOTO XapaKTepa, OTBETCTBEHHOCTh
3a HapyIIeHHs YCTAaHOBICHHOTO MOPSIKa MOJIb30BaHUsI NH(POPMAIMOHHBIME pecypcamu OpraHu3aiuu.
6.1.4. duznveckre Meprl obecrneueHusT HHHOPMAIMOHHON OE30MaCHOCTH OCHOBAHBI HA MPUMEHEHUU
MEXaHMYECKUX, DJIEKTPOHHBIX WU  JJICKTPOHHO-MEXaHHUYECKUX  YCTPOMCTB,  CHEHHAIHHO
MpeIHa3HAYEHHBIX JUIS CO3/1aHus (PU3NYECKUX MPEMATCTBUN Ha BO3MOXKHBIX MYTSIX MPOHUKHOBEHUS U
J0CTyNa TMOTEHIMAIbHBIX HApPYyIIUTENEeH K d3JeMEeHTaM WH(OPMAIMOHHBIX CHUCTEM M 3allldIlaeMOin
uHpOpMaLnu.

6.1.5. Texnuueckue (anmapaTHO-IIPOrPAMMHBIE) MEPBI 0OecTieueHs] THPOPMAIMOHHOHN 0€3011acHOCTH
OCHOBAHBI Ha MCIOJB30BAaHUM JICKTPOHHBIX YCTPOICTB M CIIEMUATBHBIX MIPOrPAMM U BBIITOJIHSIOLIIX
(caMOCTOSITETPHO WJIM B KOMIUIEKCE C JPYTHMH CPEACTBaMHU) (YHKIHMU 3alIUTHI (MACHTU(DUKALNIO
ayTeHTU()UKALMIO TOJIb30BATENICH, pasrpaHUYCHHE JOCTyNa K pecypcam, PETUCTPAINIo COOBITH,
KpUNTOrpaguueckoe 3akpbiTUE HH(HOPMALUHN).

VIl. O0s3aHHOCTH U NPaBa JOJKHOCTHBIX Ul Opranu3anum no ooecrne4eHuIo
HH(POPMALIMOHHOH 0€30IaCHOCTH

7.1. PykoBogutens OpraHuzanuy OpraHu3yeTr paboTy IO IOCTPOCHHUIO CHUCTEMBbI OOecreueHus
nH(popMalnoHHON 6e3onacHocTy B Opranuzanuu. B yactHocTH:
- Ha3HayaeT OTBETCTBEHHOI'O 3a OpraHu3anuio HHGOPMAaLMOHHONW O€30MacHOCTH U3 4YHcla
coTpyaHuKOB Opranu3aiuu;
- YTBEp:KJaeT KPYT JIML, UMEIOIINX JOCTYII K 3alllMIIaeMoil HHPOpMaIK U OPSAJOK X pabOThI;
- YTBEPXKAAE€T KOMIUIEKT JOKYMEHTOB, ONpPENEISIONINX IMOJUTUKY B OTHOIIEHHH HMH(OPMALMOHHON
6e301acHOCTH U 3aIuThl HHGopManuu B Opranuzaiuy, a TakKe JIOKaIbHbIE aKThl, yCTaHABIUBAIOIINX
IpoIelyphl, HaNlpaBJIeHHbIE HAa IPEAOTBPALICHNE U BBISIBICHUE HapyIIeHUH 3akoHoaTenscTBa PO.
7.2. OTBeTCTBEHHBIH 3a OpraHU3alnio HHPOPMALMOHHOM 6€30MacHOCTH:
- pa3pabaThIBaeT OpraHMU3alMOHHO-PACTIOPAIUTEIbHbBIE JOKYMEHTHI 110 BOIpPOcaM HH(OpMAIMOHHON
0€30MacHOCTH U 3aIlUThl HHPOpMaLUK MpH €€ 00paboTKe ¢ MOMOILBI0 HHPOPMALIMOHHON CUCTEMBI;
- KOHTPOJHPYET HCIIOJIHEHUE MPUKA30B M PACMIOPSKEHUH BBIIIECTOSAIMX OpraHU3alui Mo BOIpocam
oOecniedyeHns 60€30MacHOCTH UHPOPMAIIHH;
- oOecrneunBaeT 3auUTy HH(OPMALIUU, TUPKYIUPYIOIeH Ha 00beKkTax HHpOpMATH3aALIHH;
- TIPOBOJUT CHCTEMATHUYECKHH KOHTPOJH PabOTHI CHUCTEM 3aIIUTHl HH(OpMAIMH, MPUMEHSIEMBIX B
MH(OPMALIMOHHON CHCTEME, a TAK)KE 3@ BBHIITOJIHEHUEM KOMITJIEKCA OpraHU3allMOHHBIX MEPOIPUSITUI 110
o0ecrniedyeHnto 6€30nacHOCTH MHPOpMaIUY;
- IPOBOAMUT MHCTPYKTAX IMOJIb30BaTeNell HHPOPMAIIMOHHOMN CHCTEMBI;
- KOHTPOJHMPYET BBHINOJIHEHUE AJMUHUCTPATOPOM HH(POPMALMOHHOM CHCTEMBI OOS3aHHOCTEH 110
obecriedeHn0 (YHKLIMOHUPOBAHUS CHUCTEM 3allUThl HMHGpOpManuu (HACTpOHKa M COMPOBOXKIECHUE
MOJICUCTEMBI YTIPaBJIEHUs] JTOCTYNOM II0JIb30BaTeNsl K 3allMIIaeMbiM HH(GOPMALMOHHBIM pecypcam



MH(OPMAIIMOHHON CHCTEMBI, aHTUBHPYCHAS 3aIlINTa, Pe3epPBHOE KOMTMPOBAHUE JAHHBIX U T.1.);

- KOHTPOJNHPYET TOPSAAOK Y4éTa W XpaHEHHs MAIIMHHBIX HOCHTENeH KOH(HICHINAIHHOMI
uH(pOpMaINH;

- yyacTByeT B paboTax IO BHECEHHIO W3MEHEHHH B amNmapaTHO-NPOrPAaMMHYIO KOHQUTYpaIUIo
MH(POPMALIMOHHON CUCTEMBI,

- ompenenseT MOPSJAOK M OCYIIECTBISET KOHTPOJIb PEMOHTA CPEICTB BBIYMCIUTEIBLHONW TEXHUKH,
BXOJISIIIUX B COCTaB MH(POPMAITMOHHOW CHCTEMBI;

- IPUHUMAET MEpPhHI MO ONEPAaTUBHOMY HM3MEHEHHUIO Mapojield MPH YBOJBHEHHH WM NEpPEeMEIICHUU
COTPYJHHKOB, UMEBIIHX JIOMYCK K HHPOPMAIIMOHHOW CHCTEME;

- TpeOyeT ycTpaHeHHs BBISBICHHBIX HAPYIICHUH U HEJOCTATKOB, AT 00S3aTENbHBIC U1 HCIIOTHEHHS
yKa3aHHUs 110 BOIpocaM o0ecTieueH sl MOJI0KEHUH HHCTPYKIMH 110 3a1iTe HHHOPMALUH;

- TpeOyeT OT pabOTHUKOB MPEACTaBICHHUS MMCHbMEHHBIX O0BSICHEHHH 1O (paKkTaM HapyIICHHs peKUMa
KOH(UACHIIMATBHOCTH;

- B ClIydae BBIABJICHUS IOIBITOK HECAHKIIMOHWPOBAHHOTO JIOCTyNa K MH(OPMALUK WM MOIBITOK
XHILEHHS, KOTTMPOBAHMS, H3MEHEHUS, He3aMEIJTUTEIbHO IPHHUMAET MEPhI IPECEUEHUS U JOKIIaIbIBACT
pykoBoauTenno Opranuzaiuy;

- 00 WMEIOUIMXCS HEAOCTaTKaX W BBIABICHHBIX HAPYUICHUSAX TPeOOBaHUI HOPMATHBHBIX H
PYKOBOJSIIMX JOKYMEHTOB 10 3alIUTE HH(POPMAIINH, a TAK)KE B YCTAHOBIICHHBIE CPOKH IOATOTABIMBACT
HEOO0XOIMMYIO OTUETHYIO JJOKYMEHTAIHIO O COCTOSTHUH padoT Mo 3aiuTe HHPOpMaLnu.

7.3. HecootBercTBue npumeHsieMbix B OpraHu3aiii Mep YCTAaHOBJICHHBIM TPeOOBAHUSAM WIM HOpMaM
1o obecredeHn0 NHPOPMAMOHHON 0E30MaCHOCTH | 3alUTe WHPOPMAIIHH, SBISETCS HapyIICHUEM H
BJICYET a]MUHUCTPATUBHOE HAaKa3aHNUE OTBETCTBEHHBIX JIUI] B COOTBETCTBHHU C 3aKOHOAAaTEILCTBOM PO.

VIll. 3axiouuTesbHbIE 0JI0KEHUS.
8.1. IlonoxeHue BCTynaeT B CHIIy C MOMEHTA €r0 YTBEPXKICHUS.
8.2. ITlosoxeHue sBIsETCA JIOKAIBHBIM aKTOM o0Opa3zoBaTenbHoro Oprannzanuu. Buecenue nsmeHenuit
u onoHeHui B [lonoxkeHne ocyecTBiseTcs B MOPSAIKE €ro IPUHATHSL.
8.3. Hacrosmee IlonoxkeHue MoxeT ObITb HM3MEHEHO (JOIOJIHEHO) JIOKAJBHBIM aKTOM
obpasoBatensHOro Opranu3anuu.






		2025-11-17T08:23:43+0500
	Иванова Оксана Владимировна
	я подтверждаю этот документ своей удостоверяющей подписью




